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ABSTRACT
September 11 and the subsequent anthrax attacks marked the beginning of signifi cant investment by the 
federal government to develop a national public health emergency response capability. Recognizing the 
importance of the public health sector’s contribution to the burgeoning homeland security enterprise, this 
investment was intended to convey a ‘‘dual benefi t’’ by strengthening the overall public health infrastructure 
while building preparedness capabilities. In many instances, federal funds were used successfully for 
preparedness activities. For example, electronic health information networks, a Strategic National Stockpile, 
and increased interagency cooperation have all contributed to creating a more robust and prepared enterprise. 
Additionally, the knowledge of rarely seen or forgotten pathogens has been regenerated through newly 
established public health learning consortia, which, too, have strengthened relationships between the practice 
and academic communities. Balancing traditional public health roles with new preparedness responsibilities
heightened public health’s visibility, but it also presented signifi cant complexities, including expanded lines of 
reporting and unremitting infl ows of new guidance documents. Currently, a rapidly diminishing public health 
infrastructure at the state and local levels as a result of federal budget cuts and a poor economy serve as 
signifi cant barriers to sustaining these nascent federal public health preparedness efforts. Sustaining these 
improvements will require enhanced coordination, collaboration, and planning across the homeland security 
enterprise; an infusion of innovation and leadership; and sustained transformative investment for governmental 
public health.

Aretrospective look at the 20th century illumi-
nates the major world events that have incremen-
tally shaped the focus of the public health sector: 
the 1918 fl u pandemic; the discovery of penicillin; 
massive global population migrations resulting 
from wars, disasters, and poverty; and the growing 
biological warfare capabilities of state and nonstate 
actors. The past half century has catapulted the col-
lective psyche between vast ‘‘thermal’’ distinctions: 
a ‘‘cold’’ war highlighted by U.S. versus USSR po-
larization over the potential use of nuclear weap-
ons, and the ‘‘hot’’ threat of evolving biotechno-
logical capabilities and weaponized pathogens. 
Airplanes as armaments and infectious diseases 
carried through the U.S. postal service promulgated 
transformative thought regarding how to prepare 
and protect America from future attacks. The no-

tion of ‘‘weapons of mass destruction’’ and their 
potential devastation to populations, economies, 
and civil stability launched novel considerations 
about the relationship of public health to national 
security.

The anthrax attacks of October 2001 served to 
catalyze and infl uence public health’s current role-
now, at the dawn of a new century, and in the face 
of deliberate threats to the country. The attacks 
have prompted the federal government to invest a 
signifi cant level of resources intended to have the 
‘‘dual benefi t’’ of strengthening the overall public 
health infrastructure while also improving its abil-
ity to detect and mitigate catastrophic threats to the 
public’s health. In many instances, federal funds 
were successfully used for ‘‘preparedness’’ activi-
ties. Surveillance and electronic health information 
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networks in the U.S., for example, became much 
more robust.

Unfortunately, a rapidly diminishing public 
health infrastructure at the state and local levels as 
a result of federal budget cuts and a poor economy 
have served as barriers to effectively sustaining the 
achievements wrought through federal public 
health preparedness funds. Additionally, many fun-
damental questions remain unanswered: for exam-
ple, What are the workforce, organizational, and 
operational requirements necessary for local health 
departments to perform health security functions? 
What are the metrics by which public health pre-
paredness should be measured? In short, what does 
a 21st century public health system look like? What 
will it cost?

An underappreciation for the operational com-
plexities associated with public health emergency 
response programs, and diffi culties projecting and 
sustaining long-term funding requirements, threat-
en to undermine the large strides made in the past 
10 years in areas ranging from surveillance, detec-
tion, and health information network capabilities to 
medical countermeasure distribution and dispens-
ing. In many instances, disparate but complemen-
tary federal programs have struggled to become 
meaningfully integrated.

This article offers a qualitative review and as-
sessment of some of the important preparedness is-
sues facing the public health sector and a discus-
sion of their importance and the steps already taken 
to surmount these obstacles. Moreover, we endeav-
or to articulate the work yet to be addressed in the 
coming decade—one that intelligence estimates, 
global political events, and climatologists suggest 
will challenge the public health effort further.

ASSESSING THE PREPAREDNESS EFFORT

What was the goal?
The events of September 11, 2001, and the sub-

sequent anthrax attacks placed public health on the 
front line of the battle for national security. Since 
that time, the public health sector has been asked to 
play a crucial role at all levels of emergency pre-
paredness and response: surveillance and detection, 
epidemiologic investigation, risk communication, 
and, ultimately, the timely distribution and dispens-
ing of medical countermeasures to affected popula-
tions, among others.

The 2001 anthrax attacks were a wake-up call. 
The U.S. public health sector reeled from limited 
laboratory capacity, little or no computer or internet 

access, and a lack of personal or organizational fa-
miliarity among key players in critical government 
organizations including safety, security, and intel-
ligence. The attacks also challenged the traditional 
decision-making processes of federal, state, and lo-
cal public health authorities that had more experi-
ence addressing unfolding point-source outbreaks 
associated with familiar, nondeliberate etiologies. 
The Centers for Disease Control and Prevention 
(CDC), for example, had never been called on to 
respond to inexplicable instances of illness occur-
ring nearly simultaneously in 5 geographic epicen-
ters. (1)

Public health, in general, did not know its role 
during this seminal national security event, and a 
spectrum of government agencies were equally sty-
mied by what expectations they should place on 
state or local agencies (which, heretofore, had been 
viewed by many as the go-to place for rabies shots 
or seasonal fl u clinics, or the source of health care 
for the medically disenfranchised). At the time, 
hospitals and state and local health departments 
had limited available guidance or training on how 
to manage a bioterrorism attack. This lack of expe-
rience was compounded by an overwhelming de-
mand for information and recommendations. While 
many state and local public health offi cials were re-
luctant to initiate public health actions, such as rec-
ommending prophylactic antibiotics, without ben-
efi t of specifi c CDC guidance, others made decisions 
prior to receiving CDC advice. (1) The tumult was 
complicated by the vast amount of data related to 
the anthrax attacks that arrived at federal and state 
public health agencies via email, phone, fax, and 
news media reports. Additionally, many communi-
ties lacked the necessary epidemiologic expertise 
or laboratory surveillance capabilities and surge ca-
pacity. Labs also did not have the equipment and 
procedures to properly secure evidence for storage. 
(2) As a result, many labs became compromised in 
the process of accessioning and testing items po-
tentially contaminated with Bacillus anthracis. (2)

The ‘‘gaps’’ in the nation’s public health system 
that were exposed during the fall 2001 anthrax at-
tacks served as a catalyst for federal funding and 
legislation for antibioterrorism activities. In June 
2002, President Bush signed into law the Public 
Health Security and Bioterrorism Preparedness and 
Response Act (‘‘Bioterrorism Act’’), which autho-
rized increased funding and outlined a number of 
new measures: improve public health capacity, im-
prove health workers’ ability to identify and/or treat 
diseases associated with bioterrorism, accelerate 
the process to develop medical countermeasures 
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(MCMs), and better track and regulate dangerous 
pathogens in the U.S. (3) Bioterrorism prevention 
and the anthrax attacks also played a substantive 
role in the creation of the Department of Homeland 
Security (DHS) in November 2002—a department 
that would come to have an impact on the prepared-
ness funding and efforts of the public health sec-
tor.

In December 2002, Congress appropriated a 
then-record $3 billion for public health activities, 
including $1 billion to ‘‘upgrade state and local 
public health capabilities and hospital prepared-
ness.’’ (4) These funds raised the bar, tying fi scal 
‘‘plus-ups’’ to a new mission for the public health 
enterprise: preventing, preparing for, and respond-
ing to any act of bioterrorism or public health emer-
gency. (5) Homeland Security Presidential Direc-
tive (HSPD) 8, released on December 17, 2003, 
codifi ed and expanded on this preparedness mis-
sion, establishing mechanisms for improved deliv-
ery of federal preparedness assistance to state and 
local governments as well as outlining actions to 
strengthen preparedness capabilities of federal, 
state, and local entities. (6) HSPD 10, released on 
April 28, 2004, outlined more specifi c strategies to 
improve national preparedness for a public health 
emergency, stating that the essential pillars of our 
national biodefense program were: ‘‘Threat Aware-
ness, Prevention and Protection, Surveillance and 
Detection, and Response and Recovery.’’ (7)

In many respects the health security mission en-
visioned by federal policymakers and established 
in HSPDs and other federal policy stood at odds 
with the day-to-day roles of the public health com-
munity. Successful initiatives in the middle of the 
20th century targeting improved sanitation and nu-
trition as well as the development and widespread 
use of effective antimicrobial agents and vaccines 
had markedly increased life span and adjusted pub-
lic health’s focus from infectious to chronic and 
degenerative diseases and occupational and per-
sonal safety policies like seat belt use. (8) In the-
years before the 2001 attacks, public health was 
focused on alleviating the root causes of poverty, 
improving access to health care, and minimizing 
social and behavioral risk factors associated with 
poor community health indicators. (9) After the at-
tacks, however, a sector that had had little prior ex-
perience with entities such as defense, intelligence, 
and emergency response found themselves inte-
grated into the National Response Framework and 
the National Incident Management System. The 
public health sector scrambled to meet new require-
ments for ‘‘situational awareness,’’ ‘‘decontamina-

tion,’’ and surveillance for wide-area aerosolized 
dispersion of anthrax while still engaged in its rou-
tine, often unique daytoday community-centric 
public health activities.

The early days of the biodefense ‘‘bonanza’’ saw 
a divided public health community facing compet-
ing demands, novel expectations, and a focus less 
on endemic health indicators andmore on preparing 
for low-probability, high-consequence threats. Pub-
lic health had been at the forefront of the war on 
poverty, the eradication of polio and smallpox, the 
war on cancer, and many other large-scale efforts to 
reduce morbidity and mortality. The war on terror-
ism, however, was a game changer. It challenged 
skill sets, organizational structures, relationships, 
and responsibilities as the public health sector en-
tered the national security stage.

What did we spend?
Roughly $569 million was spent annually by the 

U.S. government on ‘‘civilian biodefense’’ prior to 
September 11, with the majority of funds divided 
evenly between the Department of Health and Hu-
man Services (HHS) and the Department of De-
fense (DoD).10 Since late 2002, Congress has in-
vested over $12 billion in state and local public 
health preparedness, hospital preparedness, and 
pandemic response capacity at the state and local 
levels. (11) In 2001, local or state programs for 
public health or hospital preparedness were scarce. 
(12) In response, the CDC established the Public 
Health Emergency Preparedness (PHEP) Coopera-
tive Agreement Program. The PHEP Cooperative 
represents a substantive source of funding, guid-
ance, and technical assistance for state, territorial, 
and local public health departments, specifi cally 
for the development of emergency-ready public 
health departments that are fl exible and adaptable. 
Moreover, the HHS Hospital Preparedness Program 
(HPP), under the Assistant Secretary for Prepared-
ness and Response (ASPR), continues to provide 
leadership and funding through grants and coopera-
tive agreements to states, territories, and eligible 
parties related to a variety of public health pre-
paredness goals. (13) Recognizing that certain ar-
eas of the country might be at greater risk, the CDC 
established the Cities Readiness Initiative (CRI) in 
2004 to ‘‘enhance preparedness in the nation’s larg-
est cities and metropolitan statistical areas (MSAs) 
where more than 50% of the U.S. population re-
sides.’’ (14) The program has grown to now include 
a total of 72 MSAs, with at least one CRI MSA in 
every state. (14)
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In 2001, there were no wide-scale systematic ef-
forts to develop or distribute medical countermea-
sures* in the event of a catastrophic health emer-
gency such as a large-scale bioterrorism attack or a 
severe pandemic. Since then, federal, state, and lo-
cal public health departments have worked dili-
gently to build MCM stockpiles and mass-dispens-
ing contingency plans. In 2004, Congress passed 
the Project BioShield legislation that authorized 
$5.6 billion over 10 years for the government to 
purchase and stockpile vaccines and drugs to fi ght 
anthrax, smallpox, and other potential agents of 
bioterror. The subsequent 2006 Pandemic and All 
Hazards Preparedness Act (PAHPA) created the 
Biomedical Advanced Research and Development 
Authority (BARDA) as the focal point in HHS 
leading the charge for acquisition of medical coun-
termeasures to protect the American civilian popu-
lation against chemical, biological, radiological, 
and nuclear (CBRN) and naturally occurring threats 
to public health. In so doing, CBRN threats became 
part of public health community lexicon and neces-
sitated an all-hazard preparedness responsibility.

In recent years, the majority of federal funds for 
public health preparedness have been directed to 
programs in HHS for the National Institutes of 
Health (NIH), the Offi ce of the ASPR, and CDC. 
(15) Most federal funds going to the Offi ce of the 
ASPR have been allocated to BARDA and the HPP. 
Federal funds to NIH have largely been allocated 
for biodefense, radiological/nuclear countermea-
sures research, and chemical countermeasures re-
search. Alternatively, the majority of CDC’s budget 
for public health preparedness has gone to the Stra-
tegic National Stockpile program (SNS)** and a 
‘‘CDC Preparedness and Response Capability.’’ 
CDC’s Preparedness and Response Capability gen-
erally refers to funding, guidance, and technical 
support to public health departments nationwide 
for public health emergency preparedness under 
the PHEP Cooperative Agreement. (16) Much of 
these federal dollars to states and localities have 
been tied to the ability of state and local health de-
partments to fulfi ll annual requirements as set out 
by the SNS local or State Technical Assistance Re-
view (TAR)17 in addition to regular drills and exer-
cises.

* Medical countermeasures are a category of pharmaceuticals, 
nonpharmaceuticals, diagnostic tools, and procedures developed 
to prevent or mitigate adverse health effects from exposure to bio-
logical agents, chemicals, or radiation.
** The SNS stockpiles medical countermeasures and other supplies 
for a bioterrorism attack and other public health emergencies.

Congress has allocated a signifi cant amount of 
federal public health preparedness funds to DHS,18 
which is currently in charge of ‘‘identifying and 
prioritizing’’ threats via Material Threat Determi-
nations (MTDs) and Population Threat Assess-
ments (PTAs) for biological agents. (19) MTDs and 
PTAs are subsequently presented to HHS to ‘‘in-
form medical and public health consequence as-
sessments’’ and to ‘‘guide’’ priorities for research, 
development, and acquisition of medical counter-
measures. (19) Additionally, DHS leads the Urban 
Areas Security Initiative (UASI), which provides 
funding to ‘‘address the unique planning, organiza-
tion, equipment, training, and exercise needs of 
high-threat, highdensity urban areas, and assists 
themin building an enhanced and sustainable ca-
pacity to prevent, protect against, respond to, and 
recover from acts of terrorism.’’ (20) In accordance 
with the 9/11 Act, states are required to ensure that 
at least 25% of UASI appropriated funds are dedi-
cated to law enforcement terrorism prevention ac-
tivities. (20) Total funding available for this pro-
gram in 2011 was $662,622,100.20

What have we achieved?
Federal resources invested over the past 10 years 

have resulted in dramatically improved public 
health preparedness. Trust for America’s Health 
(TFAH), a nonprofi t, nonpartisan organization 
‘‘dedicated to saving lives by protecting the health 
of every community and working to make disease 
prevention a national priority,’’ initiated an annual 
50-state assessment process in 2002. (21) Each re-
port assesses the level of preparedness in the states, 
evaluates the federal government’s role and perfor-
mance, and offers recommendations for improving 
emergency preparedness across 10 key indicators. 
These indicators measure the capabilities of state 
and local health departments (eg, ‘‘ability to dis-
tribute and dispense MCMs’’) as well as the capa-
bilities of hospitals and other healthcare facilities 
(eg, ‘‘nursing shortages’’). In 2005, over half of the 
states received a score of 5 or less out of 10*** ac-
cording to TFAH’s metrics.22 Nearly 85% of states 
received a score of 6 or less. As a testament to fund-
ing and dedicated efforts by the public health com-
munity, TFAH’s 2010 report found, however, that:

 All 50 states now have pandemic fl u plans, • 
compared to 13 states in 2003;

*** Indicators 1 to 5 measure the capabilities of state and local 
health departments; 6 to 10 measure the capabilities of hospitals 
and other healthcare facilities.



REVISTA ROMÂNÅ DE BOLI INFECºIOASE – VOLUMUL XVI, NR. 3, AN 2013 133

 All 50 states have adequate plans to receive • 
and distribute supplies from the Strategic 
National Stockpile, up from 2 states in 2003;
49 states increased or maintained Laboratory • 
Response Network capacity in 2010, com-
pared to 10 states in 2005;
75% of hospitals participating in the Hospital • 
Preparedness Program (HPP) met 90% of 
programmatic goals; and
BARDA and Project BioShield have made • 
critical investments in domestic medical 
counter measure research and development 
and procurement, including the fi rst contract 
for a cell-based fl u vaccine, expected in 2014. 
(23)

In addition, progress has been made in these ar-
eas:

CDC’s Strategic National Stockpile increased • 
its core formulary to support the prophylaxis 
of more than 50 million people to prevent an-
thrax, plague, or tularemia and acquired 
enough smallpox vaccine to vaccinate every 
person in the U.S.; (24)
State public health departments have estab-• 
lished critical partnerships with emergency 
management personnel. (23)

Since fall 2001, there have been substantive im-
provements in our national surveillance, detection, 
and health information capabilities. The following 
highlights only a few of the wide range of successes 
achieved in the expansion of public health pre-
paredness capabilities.

Laboratory Response Network
The creation of the Laboratory Response Net-

work (LRN), a joint effort in the federal govern-
ment, linked public, commercial, and military pub-
lic health, food testing, environmental, and 
veterinary laboratories. The goal was to improve 
and sustain diagnostically and bioterror profi cient 
laboratories throughout the country. (The LRN is 
also involved in chemical weapon response and 
preparedness.) The LRN was the product of a col-
laborative effort by the CDC, the Association of 
Public Health Laboratories (APHL), and the Fed-
eral Bureau of Investigation (FBI) to promulgate 
new laboratory methods and expand internal and 
external laboratory security controls. Under the 
LRN system, local healthcare laboratories in hospi-
tals and clinics, in addition to large commercial 
laboratories, function as ‘‘sentinel laboratories’’ 
that serve as the front line for detecting infectious 
disease threats. The laboratorians are trained to rule 
out, recognize, and refer a biological isolate that 

may be an agent of bioterrorism. If a biological iso-
late is suspected to be an agent of bioterrorism, it is 
immediately referred to an LRN ‘‘reference labora-
tory,’’ predominantly made up of BSL-3 (25) state 
public health laboratories and large local public 
health laboratories. The fi nal stage involves the 
transfer of the suspected agent to an LRN national 
laboratory, such as the CDC or the United States 
Army Medical Research Institute for Infectious 
Diseases (USAMRIID), for defi nitive testing. Cur-
rently, more than 150 LRN laboratories are capable 
of submitting messages to CDC or USAMRIID. 
(26) LRN membership is also now international, 
including laboratories in Australia and Canada. 

The strategic accomplishments of the LRN have 
been instructive to the larger public health commu-
nity. First, the LRN was premised on the under-
standing that all-source laboratory information was 
critical. Brokering relationships with entities with 
which the public health sector had little previous 
contact, the LRN developed a comprehensive net-
work: public, private, commercial, military, and 
veterinary laboratories, all under CDC-coordinated 
support and oversight. Key relationships were 
forged and partnerships were built through the rec-
ognition that all sectors were needed to serve the 
mission of early detection on behalf of the coun-
try’s public health. Second, the LRN reinforced the 
importance of capturing the earliest possible infor-
mation to detect anomalies, inform decisions, and 
prepare response. Similar to the military’s use of 
satellites to monitor troop build-up and possible at-
tacks by an enemy, the value of early warning from 
the public health sector became acknowledged as a 
component of national security. Finally, the success 
of the LRN demonstrated the accomplishments that 
could be derived from a unifi ed operational plan 
among all participant laboratories and the necessity 
of standardized protocols, tests, and performance 
metrics.

Other key health information systems
Robust public health information networks, with 

an infrastructure capable of exchanging reliable, 
near-to-real-time data across relevant levels of gov-
ernment, are also critical to mitigating morbidity 
and mortality associated with a public health emer-
gency. To do so, public health information systems 
must be able to process, analyze, and translate data 
into actionable information swiftly and at a reason-
able cost. (27) In recent years, the CDC has imple-
mented a number of initiatives to improve health 
tracking as well as to install information and data 
systems throughout the country. CDC’s Health 
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Alert Network (HAN), for example, is a strong na-
tional program that provides vital health informa-
tion and infrastructure to support the rapid dissemi-
nation of emergent health information at the state 
and local levels. (28)

CDC has also developed the Epidemic Informa-
tion Exchange (Epi-X), which provides a secure, 
web-based communication system for sharing pre-
liminary health surveillance information for feder-
al, state, and local epidemiologists, laboratories, 
and other public health offi cials to communicate 
and notify colleagues during public health emer-
gencies. (24) Also important is CDC’s BioSense 
Program, mandated in the Public Health Security 
and Bioterrorism Preparedness and Response Act 
of 2002 and launched in 2003, which established an 
integrated national public health surveillance sys-
tem for early detection and rapid assessment of po-
tential bioterrorism-related illnesses. Since 2010, 
CDC has focused on redesigning the BioSense pro-
gram (BioSense 2.0) to be able to provide nation-
wide and regional situational awareness for all-haz-
ard healthrelated threats (beyond bioterrorism) and 
to support national, state, and local responses to 
those threats. (29)

Finally, CDC’s Public Health Information Net-
work (PHIN) is a national initiative, funded under 
the Public Health Response and Preparedness Co-
operative Agreement, which promotes the advance-
ment of interoperable information systems in pub-
lic health organizations throughout the country. The 
goal of the PHIN is to promote an ‘‘integrated 
healthcare and public health system using informa-
tion effectively to advance population health and 
well being.’’ (30) CDC is currently in the process of 
developing a PHIN decision-making and policy 
framework tool capable of supporting public health 
information exchange and information security.

Workforce
When 9/11 and the 2001 anthrax attacks struck, 

the public health workforce was a composite of 
skill sets and levels of training—from licensed and 
credentialed personnel to those working with the 
benefi t of dedication and on-the-job training. This 
refl ected the very nature of public health: great 
variability in areas such as how local public health 
departments report to the state public health agen-
cy, (31) where public health is located within a gov-
ernment’s organizational table (eg, reporting to a 
department of ‘‘health’’ or ‘‘health and environ-
ment’’ or other variations), and what areas of health 
services and programs receive prioritization of 
funding. This individualization, a proviso of the 

Constitution, garnered fl exibility for each state’s 
decisions about regulations for, among other things, 
required vaccinations for school entry, the legal 
drinking age, and the mandatory use of motorcycle 
helmets. With a foundation of educational and epis-
temological diversity, and lacking a common cre-
dential, the public health workforce has historically 
‘‘connected through shared missions.’’ (32 – p5)

Biodefense competencies were generally limit-
ed across the civilian sector in 2001; many retired 
military offi cers were tapped to serve in newly cre-
ated homeland security positions. There was a 
dearth of understanding regarding anthrax in the 
public health community, not to mention variability 
in public health policies regarding such events. As 
a result, substantial confusion arose at all levels of 
government during the crisis as public health offi -
cials struggled to produce accurate and clear clini-
cal guidance for professionals and the public de-
spite the overwhelming amount of data that arrived 
at federal, state, and local public health agencies 
during this time. (32)

The anthrax attacks demanded greater numbers, 
new skill sets, and uniformity of the workforce to 
support a new platform of national public health 
practice. (33) Translating streams of data into infor-
mation quickly and accurately to achieve ‘‘situa-
tional awareness’’ and inform morbidity and mor-
tality projections required new capabilities and 
workers, including epidemiologists, health infor-
mation specialists, disease modelers, and others. 
Anticipating the needs of large affected populations 
would require the expertise of planners and logisti-
cians. Novel, emerging, and deliberate threats on 
human populations called on the efforts of experts 
in animal health and zoonotic diseases.

There have been many attempts over the decade 
to help shape and build the preparedness skill set. 
Traditional ‘‘core competencies’’ for public health 
workers were complemented with new topical ar-
eas such as emergency response. From 2004 to 
2010, CDC funded the Centers for Public Health 
Preparedness (CPHP) Cooperative Agreement, 
which gave approximately $134 million to 27 ac-
credited schools of public health throughout the 
country. (34) These funds were intended to enhance 
the relationship between academia and state and lo-
cal public health agencies while, at the same time, 
providing education and services to meet the public 
health preparedness needs of the nation. 

As an example, in 2006 CDC, through a coop-
erative agreement between the Association of 
Teachers of Preventive Medicine and the Columbia 
University School of Nursing Center for Health 
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Policy, attempted to defi ne the core competencies 
necessary for a public health workforce in address-
ing bioterrorism and other public health issues. (35) 
In March 2011, CDC released a subsequent, ex-
haustive compendium of ‘‘Public Health Prepared-
ness Capabilities,’’ identifying 15 skills categorized 
into Biosurveillance, Community Resilience, 
Countermeasures and Mitigation, Incident Man-
agement, Information Management, and Surge 
Management. (36) Capabilities, functions, perfor-
mance measures, tasks, and resources are outlined 
and aligned to the 15 capabilities. (36) Since 2008, 
the National Association of County and City Health 
Offi cials (NACCHO) Project Public Health Ready 
(PPHR) and many other organizations, such as Co-
lumbia University’s National Center for Disaster 
Preparedness at the Mailman School of Public 
Health, have offered competency-based training 
and recognition programs in support of these vari-
ous performance measures. (37) Other agencies, 
such as the Food and Drug Administration (FDA), 
have also provided guidance for the new threat en-
vironment, such as protecting the U.S. food supply 
from ‘‘increased globalization and complexity of 
the food supply chain.’’ (38 – p19)

Bioterrorism preparedness funding reinforced 
the importance of electronic information systems, 
internet access, and near-to-real-time situational 
awareness; the availability of hospital beds; the 
number of people potentially exposed within a spe-
cifi c geographic area; medication inventories; and 
other critical knowledge. As such, the role of infor-
mation specialists, who were needed to support 
newly purchased computers and burgeoning com-
puter networks, was incrementally added to the 
ranks of the public health workforce. The 2008 Na-
tional Profi le of Local Health Departments indi-
cates a 13% increase in FTE information specialist 
(IS) positions in local public health departments. 
(32) Improved information fl ow requires individu-
als trained to assess information and provide ap-
propriate and timely risk messages to the public. 
An increase of 9% in the number of public informa-
tion (PI) specialists employed by local public health 
departments was seen during the period 2005 to 
2008. (32) Anthrax contamination of buildings and 
heightened concerns about food and water safety 
and security highlighted the importance of environ-
mental sanitarians in the public health workforce. 
From the period 2005 to 2008, the categories of 
‘‘EH Specialist’’ and ‘‘Other EHScientist’’ in-
creased 0.7% and 1.2%, respectively. (32)

Where Are the Gaps?
There is evidence that signifi cant fault lines in 

the public health preparedness effort remain unad-
dressed. Although the U.S. has been spared (or de-
terred) further deliberate attacks, natural disasters 
and pandemics have ‘‘tested’’ to a lesser degree the 
public health sector’s evolving capabilities. The 
2003 SARS outbreak, Hurricanes Katrina and Rita 
in 2005, the H5N1 pandemic threat, and the H1N1 
pandemic all provided insights into the sector’s 
abilities and limitations in disease detection, re-
sponse, risk communication, and collaboration. 
(39-42) The Bipartisan WMD Terrorism Research 
Center (the WMD Center), a not-for-profi t research 
and education organization, recently found that, for 
most core U.S. biodefense capabilities, our nation’s 
level of preparedness meets ‘‘few expectations’’ or 
‘‘none at all,’’ particularly in regards to prepared-
ness for a ‘‘large-scale drug resistant’’ or ‘‘global 
crisis, contagious’’ public health event. (43) Among 
the most disturbing fi ndings in the report:

Despite extensive research, a scientifi cally • 
and legally validated attribution capability 
does not yet exist for anthrax or virtually any 
other pathogen or toxin.
The process for developing and producing • 
medical countermeasures still lacks clearly 
defi ned requirements, a common set of pri-
oritized research and development goals, co-
ordinated budget requests, and suffi cient, 
sustained funding. Furthermore, no local ju-
risdiction has demonstrated the ability to rap-
idly dispense medical countermeasures on a 
large scale under realistic conditions.
There has been incremental but, to date, in-• 
suffi cient progress in developing crisis stan-
dards of care.
There is currently no consensus-based out-• 
door or indoor clearance policy to establish 
safety standards.

Challenges of ‘‘New’’ Federal Funding
The fi ndings of the WMD Center do not dimin-

ish the initiatives that have been made across the 
nation’s public health agencies. However, efforts to 
systematically and objectively measure the impact 
of federal funds to state and local health depart-
ments since 2001 have been fraught with complex-
ity. For example, the federal agencies in charge of 
funding and overseeing state and local public health 
preparedness efforts—HHS, DHS, and DoD—all 
have distinct funding objectives and requirements 
for grant programs to state and local health depart-
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ments, as well as different preparedness priorities 
or performance measurement metrics. Even within 
HHS, state and local public health departments 
must navigate through multiple agencies such as 
CDC or FDA or NIH in pursuit of preparedness 
goals and funding.

Another dilemma associated with allocating 
federal funding to states and localities was that it 
was distributed without specifi c, measurable de-
sired outcomes or implementation plans, resulting 
in a public health sector plagued by a lack of clear 
requirements and metrics as well as a lack of coor-
dination across jurisdictions and levels of govern-
ment. Initial federal preparedness funding was per-
ceived as being too prescriptive and narrowly 
focused, (43) impeding opportunities for dual ben-
efi t whereby federal funds could help improve both 
traditional public health and emergency prepared-
ness capacities. (44) Moreover, the methods by 
which state governments allocate and account for 
federal funds to public health departments and lo-
cal jurisdictions also differ widely. (45)

The public health preparedness effort also com-
menced from an uneven playing fi eld; across the 
nation there were varying sizes of public health 
agencies, different levels of education and training 
of the public health workforce, a spectrum of orga-
nizational and reporting relationships, and vastly 
different levels of funding from state coffers. As the 
largest one-time dispersal of federal funding was 
released to the public health sector, delays and dis-
cussions characterized the struggle to determine 
where the greatest return on investment might oc-
cur. (45) Questions focused on issues such as where 
the bulk of funding should be allocated (state ver-
sus local), or whether or not funding levels should 
be more heavily weighted to communities that 
could amplify already existing capacities and capa-
bilities. (45)

Although federal health experts at HHS and 
CDC oversee and provide guidance and major 
funding to state and local health departments, the 
authority for health matters ultimately resides with 
state governments, specifi cally the governor. Un-
precedented federal dollars launched new initia-
tives, but preparedness funds in many states were 
aggregated with all sources of funding intended for 
state and local public health use. State legislatures 
approved budgets, mindful not only of prepared-
ness responsibilities but also the very broad spec-
trum of public health and healthcare services re-
quired by their citizens.

Limits of Alternative Surveillance Capabilities
Although the LRN has certainly been success-

ful, surveillance capabilities intended to speed the 
detection of specifi c biological agents in the U.S. 
remain somewhat limited. Programs such as DHS’s 
BioWatch or CDC’s Health Alert Network and Epi-
demic Information Exchange (Epi X), though com-
plementary, have yet to be coordinated in an effec-
tive manner. For example, Dr. Alexander Garza, the 
Assistant Secretary for Health Affairs and Chief 
Medical Offi cer of the Department of Homeland 
Security, recently stated, ‘‘Our nation has extensive 
bio-surveillance capabilities. Unfortunately, they’re 
not networked. What we really have now is a sys-
tem of systems in bio-surveillance.’’ (46 – p3) For 
example, the Congressionally mandated National 
Biosurveillance Integration System—a program in-
tended to be the nation’s fi rst system capable of 
providing comprehensive and integrated biosur-
veillance and situational awareness—has struggled 
to meet objectives due to a lack of consistent lead-
ership or staff support. (47) Additionally, domestic 
biological surveillance programs have a number of 
signifi cant technical, operational, and scientifi c 
hurdles to overcome before they can be truly effec-
tive. Although the BioWatch system has generated 
many ‘‘actionable results,’’ none have yet been as-
sociated with a bioterror agent or human illness. 
(48) Surveillance is a critical public health capabil-
ity across all levels of government. As such, HHS 
and DHS must continue to develop, test, and evalu-
ate current and novel detection systems and ensure 
continued funding and provide reasonable over-
sight.

A Dwindling Workforce
Starting in fi scal year 2005, steadily decreasing 

federal preparedness dollars23 collided with a sec-
tor barely emerging from years of chronic under-
funding. (49) This year, in fact, Congress’s April 8 
budget agreement slashed nearly $445 million from 
biodefense spending at the federal and state levels:

$300 million less for NIH biodefense infec-• 
tious disease research through NIAID, down 
from $1.3 billion in FY2010.
 $85 million less in grants for state and local • 
public health preparedness programs, the 
lowest amount in a decade. Last month CDC 
announced that $613 million in grants was 
available this year, down from $698 million 
in FY2010.
 $60 million less for Hospital Preparedness • 
Program grants, for which $352.6 million 
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was made available in FY2011, down from 
$390.5 million a year earlier. (50)

State budgets, reeling from negative economic 
factors and federal budget reductions, have insti-
tuted severe cuts to government services, including 
public health. Trust for America’s Health recently 
found that 33 states and Washington, DC, cut fund-
ing for public health from FY2008-09 to FY2009-
10, and 18 of these states cut funding for a second 
year in a row. (23) The Center on Budget and Poli-
cy Priorities (CBPP) estimates that states have ex-
perienced overall budgetary shortfalls of $425 bil-
lion since FY2009. (51)

In January 2010, 53% of local health depart-
ments reported that their core funding had been cut 
from the previous year, and 47% anticipate cuts 
again in the coming year. (52) Cuts in funding at all 
levels of government have resulted in unprecedent-
ed layoffs, budget constraints, and instances of clo-
sure for state and local public health departments in 
recent years. (53) In fact, over 15% of the local 
public health workforce has disappeared since Jan-
uary 2008, and 43% of local health departments do 
not now have a budget line for staff training. (32)

The NACCHO workforce report indicates the 
current state of preparedness personnel at the local 
public health agency level. The approximate size of 
the local public health workforce employed across 
all 2,794 local health departments is 155,000 em-
ployees. (32) From the period 2005 to 2008, the 
workforce shrank for 34% of local public health de-
partments, most often those representing catchment 
areas of less than 250,000 population. Increased 
staffi ng was seen for local health departments serv-
ing populations of 250,000 to 500,000. (32)

Decreases in the position categories of physi-
cian (6%), registered nurse (9.6%), epidemiologist 
(10.9%), and health educator (20.2%) were seen 
from the period 2005 to 2008. Historically, nurses 
are the largest single professional group in the 
healthcare workforce. A cornerstone of community 
health and public health practice, nurses carry out 
or oversee most healthcare service delivery offered 
in public health agencies. Serving not only in clini-
cal capacities but also in leadership and community 
outreach, nurses are a product of rigorous standard-
ized training curricula and state licensing and cre-
dentialing standards. (54) Unfortunately, the work-
force report noted a 10% reduction in FTEs between 
2005 and 2008, owing to competing hiring demands 
for nurses nationally. (32)

This accelerated lack of capacity for state and 
local public health departments threatens the entire 
national preparedness framework, given that local 

and state public health departments inform deci-
sions, perform risk communication, coordinate 
care, and represent the fi nal stage and interface for 
the dispensing of medical materiel to an affected 
population in response to a threat or incident. As an 
additional impact, many state and local public 
health departments have been unable to carry out 
core public health functions, including programs in 
disease prevention and health promotion.

Workforce competencies
Over the past decade, we have yet to fully de-

velop preparedness ‘‘competencies’’ based on stan-
dardized educational and practice tenets. (55) While 
a proportion of those working in public health are 
credentialed in a discipline such as medicine, nurs-
ing, or environmental science and are required to 
maintain these credentials through continuing edu-
cation and cyclic reexamination processes, these 
discipline-specifi c competencies do not necessarily 
meet the demands associated with today’s public 
health threats. ‘‘Public health is virtually the only 
professional fi eld without a credential.’’ (56 – p137; 
57) Limited complementary skills are exacerbated 
by a shrinking workforce derived from budget cuts 
and the graying of the employee base. Many con-
sider that a unifying education and/or credential 
would serve as a ‘‘force multiplier’’ for the public 
health workforce, augmenting its shrinking re-
sources and providing surge capacity across disci-
plines and government boundaries during a crisis.

CONCLUSION

In the years following the attacks of September 
11, there were doubts, pushback, and false starts 
over the incremental path to coalesce a shared vi-
sion of public health preparedness. Many feared 
public health would be compromised by a ‘‘securi-
tization’’ of the enterprise. (58) Nevertheless, in the 
past decade, major strides have been made to incor-
porate the public health sector into the larger na-
tional security community. Few can doubt that the 
public health sector has gained more skills, en-
hanced its visibility, and built strong partnerships 
with key public and private sector stakeholders. 
This ‘‘preparedness dividend’’ will stand public 
health in good stead in the face of predicted future 
CBRN attacks or events associated with natural di-
sasters and pandemics.

Critical government entities charged with secu-
rity and defense functions still do not know, how-
ever, the full extent of the capabilities and resilien-
cies of the public health sector, especially given its 
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great diversity across the country. Acknowledging 
the potential devastation that would result from a 
biological attack, some in the larger preparedness 
community still adhere to the notion that ‘‘relying 
on public health to make national security deci-
sions’’ is currently premature. (59) Additionally, 
many basic preparedness capabilities are now 
threatened by budget cuts across the country. Since 
2010, 40 states have cut state public health funds—
and 29 of those states cut their budgets for a second 
year in a row and 15 states for the third year in a 
row. (23) The consequences of these cuts are not 
trivial. Mel Kohn, State Health Offi cer and Public 
Health Director of the Oregon Health Authority, re-
cently stated, ‘‘We will be unable to absorb reduc-
tions of this magnitude simply by fi nding effi cien-
cies. We have reached the point where our ability to 

do this work will be seriously compromised, with 
life and death consequences.’’ (23 – p00)

In the 10 years since the fall 2001 anthrax attacks, 
the threat and fear of bioterrorism has, for many citi-
zens, subsided. But Americans still believe it is the 
responsibility of the federal government and the 
public health sector to quickly and equitably protect 
citizens during emergencies. All efforts to reinforce 
and expand the capabilities that have accrued over 
the past decade should reinforce the goals of expand-
ing efforts to achieve an even more cohesive, uni-
formly operational, and adaptable public health sec-
tor. For this to occur there must be strong and 
sustained federal support; for this to be warranted 
there must be transparency and accountability for 
the public health investment aimed at making the na-
tion stronger and the public safer.
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